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OSOS Access Troubleshooting Guide

{ ! E If your PC has a version of Internet Explorer (IE) that is 8.0 or earlier,
OSOS will not run properly! You should be using IE 9, 10, or 11.

Step 1: Identify which browser and edition you are using, ie: Internet Explorer 9, 10 or
11. To identify the version in your computer, open up IE and click on “Help” and “About
Internet Explorer”.

3 q
[~ 0808 - Windows Internet Explorer €] About Intemnet Explorer (oSl
SAT M ‘m https: s, labor iy, gav osos, Hel ) ) E'”dowls' Internet 9
Fle Edt View Favortes Took p
i Conkents and Index Version: 8.0,8112, 16421
i’,? f,ﬁ? !_jOSOS Update Versions: 9.0.31 (KB2977529)
Cipher Strength: 258-hit
— Internek Eprrer Taur Product ID: 03553-007-1330572-86083
Online SLIDDUI’t Warning: This computer program is protected by copyright law and
international treaties. Unauthorized reproduction or distribution of
(Custorer Feedback ODtiDHS this program, or any pertion of it, may resultin severe dvil and
" criminal penalties, and will be prosecuted to the maximum extent
Send Feedback possible under the law.
© 2011 Microsoft Corporation
Ahout Inkernet Explorer

Step 2: Open Internet Explorer

Click on Tools > Internet Options

Click “Delete...” button in the Browsing history section

In the “Delete Browsing History” box, click “Delete all...”

When the “Are you sure you want to delete...” pop up box appears,
check the box and click “Yes”.

coow

et Options EI_EI Delete Browsing History

General |Security Privacy | Content | Connections | Programs | Advanced

Temporary Internet Files

Copies of webpages, images, and media that Delete Files. ..
are saved For Faster viewing,

Home page
l/? To create home page tabs, type each address on its own line.
= |

http: f v labor state, mv, usf
http: fisdolintranet: 511

http: ffvave labor  state, iy, usfworkforcenyparknersWFr Cookies
[ ' t ] [ — ] [ T ] Files stored on wour computer by websites to Delete cookies, ..
se curren se defaul ==R=lEl save preferences such as login information.

Browsing histary

dl Delete temporary files, history, cookies, saved passwords, "
fl_,-' and web Form inform ati History -
- List of websites vou have visited, Delete hiskary. ..
[ Delete, .. ] Settings ]
Search
;’J Change search defaults, Form data
& Saved information that wou have byped inta Delete forms...
Tabs forms,
Change how webpages are displaved in
tabs,
Passwords
Appearance Passwords that are automatically filled in when | Delete passwords, ..
[ Colors ] [ Languages ] [ Fonts ] [ Accessibility ] VOU |Clg on to 3 wehsite HEURE |:II’E'."\.-'IEILIS|';-'
wisited.
About deleting browsing history [ Delete all... I Close ‘
[ [s]:4 ] [ Cancel ]
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Click Close and you will return to the Internet Options box.

Step 3: Click “Settings” under the browsing history section.
a. Select the first radio button option “Every time | visit the web page”.
b. Adjust the Disk space to use to “1024”, if necessary. This allows enough
‘room” for OSOS to run properly on your PC.
c. Click OK.

Internet Options ? @ ernet Options

General |Security || Privacy || Conkent || iZonnections || Programs || .ﬁ.dvanced|

General | security | Privacy | Content | Connections | Programs || Advanced |

Home page il Temporary Internet Files and History Settings rz|

To create home page tabs, byvpe each address on its own line, )
£ Temparary Internet Files
g

http:,l',l'wwul-.l.labor.state.ny.us,l' Internet Explorer stores copies of webpages, images, and media
http: fisdolinkranet: &1/ For Faster viewing later,
hitkp: fhensn, labor, skate, ny, usfworkforcenypartners W

Check for newer wersions of stored pages:

(I Ewery time I visit the webpage

’ Use current ] ’ Use default ] ’ Use blank ]
) . E OEvery time I skart Inkernet Explarer
Browsing history @ dutomatically
1 Delete temporary files, history, cookies, saved passwords, O Mever
and web Form infarmation,
- Cisk space ko use (8 - 1024MB): 1024 4
Delete. .. ’ Settings ] g (Recommended: 50 - 250MB) : ]

Search Current: location:

p Change search defaults. Settings CiiDocuments and SettingsiusandriLocal Settings) Temporary

Internet Filesh

1
Tabs
5 i [ Mowve Folder. . ] [ Wiew objects ] [ Wiew files
| Change how webpages are displayed in Settings
— kabs,
o History
Appearance [ Specify how many days Inkernet Explarer should save the list
— of websites vou have wvisited.
’ Colors ] [ Languages ] [ Fonts ] [ Accessibility ]
Davs to keep pages in histary: 50 %
’ O ] [ Cancel ] Apply OK l [ Cancel ]
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Step 4: Click on the Advanced tab; scroll down to the security options; and click on the
checkbox for “Empty Temporary Internet Files folder when browser is closed”.

Click “OK”.

Internet Options

General | Security | Privacy | Conkent || Connections || Prograrn: |.¢\dvanced

Setkings

% Security
1 allows active cantent fram CDs ko run on My Camputer®

[ allows active content ko run in files on My Computer®

[ allows software to run or install even if the signature is inve
Check Far publisher's certificate revocation

[] check for server certificate revocation®

Enable native ¥MLHTTP support
[ Phishing Filter
() Disable Phishing Filker
() Turn off aukomatic website checking
4 ba

*Takes effect after you restart Internet Explorer

Restore advanced setkings ]

Reset Internet Explorer settings

Deletes all temporary files, disables browser

add-ons, and resets all the changed settings.

fou should only use this iF vour browser is in an unusable state,

[ a4 l [ Cancel ] [ Apply
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Step 5: First time users accessing OSOS from a NYS DOL computer dedicated to the
HSEN network should go to the OSOS Validation Site:
https://nyosos.labor.state.nyenet/

First time users accessing OSOS using a computer and Virtual Private Network (VPN)
should go to the OSOS Validation Site: https://osos.labor.ny.gov/

Step 6:
Note: There are additional instructions for all users to follow based upon
their specific operating system and browser. Be sure to click the show
link and follow the instructions.
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https://nyosos.labor.state.nyenet/
https://osos.labor.ny.gov/

Step 7:

Once you have followed the relevant instructions, click the link at the top of the page to
access the OSOS logon screen:

CUSTOMER
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https://nyosos.labor.state.nyenet/osos.html

Step 8:

If you are directed to the OSOS log on screen, then save the OSOS web address as a
Trusted site.

a. Goto IE click Tools / Internet Options / Security Tab.

b. Highlight “Trusted Sites”

c. Click the “Sites” button. This will bring up another dialogue box.

Internet Options

General rivac‘:.-' Zonktent || Connections | Programs | Advanced

Select a zone to view or change security settings.

Internet Local intranet | Trusted sites Restricted
sikes

Trusted sites

4 This zone contains websites that wou
W trusk nok ko damage wour computer or
wour Files,

wou have websites in this zone.

Security lewvel For this zone

Custom
Zuskom settings.
- Ta change the settings, click Custam lewel.
- To use the recommended settings, click Default lewvel.

[ Custarmn lewvel. .. ] [ Default lewvel ]

[ Reset all zones to default level ]

.jﬁ:- Some settings are managed by wour syskem adminisktrakor.,

[ =] 4 ] [ Zancel ] [ Apply ]

a. Type or paste the OSOS address in “Add this website to the zone:”
b. Click “Add”.
c. Click “Close”.
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Trusted sites rg|

You can add and remove websites From this zone, All websites in
4 this zone will use the zone's security sekkings.

| https:,l',fosc-s.labor.ny.gov<

Add this website to the zone: 4
|| [  add |

Wehsites:

hktps: ¥ mvasos. hsen
https:finvosos

https:fiosos. labor . skate. my . us
https: fiososkest

Require server werification (htkp=:) For all sites in this zone

Cloze

This will return you to the Internet Options dialog box.
a. Click “Apply”.
b. Click “OK”.

If the login screen is not generated and / or there is a yellow triangle in the lower left
side of the screen, it means that a complete download has not occurred. Try the link
again.

Step 9: Go back at Internet Options
a. Click on the “Content” tab
b. Click on the “Clear SSL State” button

Internet Options

General || Security Privacyl Conkent IConnections Programs || advanced
| SR

Conkent Advisor

?\ Ratings help wou conkrol Ehe Internet content thak can be
wiewed on this computer,

[ Enable. .. ]

Certificates

Lse certificates Far encrypted connections and identification.

[ Clear SSL skake [ Certificates ] [ Publishers ]

AutoComplete

= AutoComplete skores previous enktries [ Sektings ]
% on webpages and suggests matches
For wou,
Feeds
@ Feeds provide updated conkent From [ Settings ]
B websites that can be read in Internet

Explorer and other programs.

[ Ok ] [ Cancel ]
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Click OK in the SSL Cache Cleared Successfully dialog box

351 Cache Cleared Successfully E|

1 } The 351 cache was successfully cleared.

This will return you to the Internet Options dialog box.
a. Click OK at Internet Options box
b. Close Internet Explorer
c. Reopen it and try accessing again.

Step 10: If NYOSOS is not opening up or displayed appropriately, verify that
ActiveX is enabled in the web browser.

To locate the ActiveX settings, click Tools, Internet Options and the Security tab.
You will need to click each icon separately and scroll through the ActiveX settings to

confirm that the same ActiveX settings are found in the Internet, Local intranet (only
available to NYS DOL employees) and Trusted sites zones.

Internet Options

General | Security |F‘ri~wau:\,f Conkent || Connections || Programs | Advanced

Select a zone to view or change security settings,

@ € V1|0

Inkernet Local inkranet  QEIECEREEEEES | Restricked
sites

Click to highlight the Internet icon then click Custom level button.
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Internet Options

Generall Security lﬂrivacy Content | Conmections | Pragrams | &dvanced

Select a zone ko view or change security settings,

@[« / ©

Localintrangt  Trusted sikes  Restriched
sites

Internet

Sk
0 This zone is For Internet websites, e

except those listed in brusted and
restricked zones.

Security level For this zone

Custom
Custom settings.
- Ta change the settings, click Custam level,
- Touse the recommended settings, click Cefaulk level,

Custom level... Default level

[ Reset all zones to defaulk lewvel

|

.ﬁ- Some settings are managed by wour swsterm adminiskrakor,

[ K H Cancel l Apply

Scroll down the window till you come to the ActiveX controls and plug-ins.

NYOSOS Troubleshooting Desk Guide

10

02/27/2015



Internet Options
-

Security Settings - Internet Jone

Setkings

L]

b

Activer contrals and plug-ins ol
| Allow presously Unused Ackivels conkrols bo run without pran
() Disable
(%) Enable
|#| Allow Scriptlets
(%) Disable
() Enable
O Prompt
|!I. Autornatic prompting For Ackiver controls
(%) Disable
() Enable
Binary and script behaviors
() Administrator approved
() Disable
(%) Enable
w| Nicnlase viden and anirmatkion ono s webnane Fhak doss nok nse 1

£ |

*Takes effect after vou restart Inkernet Explorer

]

Reset customn sekkings

Resetto: | Medium-high (default) v| [ Reset... ]

L K J [ Cancel ]
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The Default settings are recommended and may be set by clicking the Reset button.

You may compare your computers settings to the graphic below and make changes as
necessary.

Security Settings - Internet Zone

Settings

@] Activer contrals and plug-ins i

@) Allow previously unused AckiveX controls ko run withouk prore
(%) Disable
) Enable
@) Allow Scriptlets
(%) Disable
) Enable
O Prompk
|| Automatic prompting For Activex controls
(%) Disable
) Enable
@ Binary and script behaviors
() adrminiskrakor approved
() Disable
(%) Enable

,93 Downloads

|#| Display video and animation on & webpage that does nak use &
() Disable
) Enable
|#| Download signed ActiveX controls
() Disable
() Enable (not secure)
(%) Prompt (recommended)
|| Download unsigned Active controls
(%) Disable (recommended)
() Enable {not secure)
O Prompt
|| Initialize and script Activex controls not marked as safe For sc
(%) Disable (recommended)
() Enable {not secure)
O Prompt
|#| Run Activei controls and plug-ins ‘i
) Administrator approved
(O Disable
(%) Enable
O Prompk
@) Script Actived controls marked safe For scripting®
() Disable
(3) Enable
O Prompk

,93 Aukomatic prompting For file downloads

(®) Disable
() Enable
,93 File download
(O Disable
5} Frahls s
£ >
*Takes effect after you restart Inkernet Explorer
Reset custom settings
Reset ka: |Medium {default) V| ’ Reset... ]
I Ok l [ Cancel ]

X]

Click OK when you are done.
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Security Settings - Trusted Sites Zone

Settings

|| Activer controls and plug-ins ~
@] Allow previously unused Activei controls bo run without promr
() Disable
(¥ Enable
@] Allow Scriptlets
(%) Disable
() Enable
O Prompt
@] Automatic prompting For Activel controls
(%) Disable
() Enable
|#| Binary and script behaviors
(O administrator approved
() Disable

(%) Enable
|#| Display video and animation on a webpage that does not use &
(%) Disable
(0 Enable
|| Download signed Activer controls
() Disable
(0 Enable
@ Prompk
|| Download unsigned Activer controls
(%) Disable
(O Enable
) Prompt
¢/ Initialize and script Active controls not marked as safe For sc
(%) Disable
() Enable

O Prompt
|#| Run Activel controls and plug-ins .
O Administrator approved
() Disable
(%) Enable
) Prompt
|#| Script fetivel controls marked safe For scripting™
() Disable
(%) Enable
O Prompk
,93 Downloads
_93 Automatic prompting For file downloads

O

&% File download

(O Disable
(¥} Frahl=
£ *

*Takes effect after you restart Internet Explorer

Reset cuskom settings

IMedium-high {default) - |

Reset to:

Cancel

3
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How to Delete Cookies and Temp Files

When clearing your cookies there are a few steps that need to be completed.

e  Within Internet Explorer click on the Tools button which should be located on the upper right

hand side.
e Then click on Internet options (should be the last option)
hitml ~ @ |4 | X || P 8ing p
nent Operatin.. || B v B - @ v Pager sofey[Toos ] @~
Diagnose Connection Problems...
g Reopen Last Browsing Session
Pop-up Blocker
[ Manage Add-ons
@) Work Offline
B Compatibility View
Compatibility View Settings
Full Screen (2]
Toolbars
Explorer Bars
<> Developer Tools F12
\ Suggested Sites

Internet Options
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e Another box will pop up; within the Browsing History section there is a Delete button, click on
that button.

ment Operatin... far - ~ = od

PROVIDER EMPLOYER

Customer Detail Comp Assess

General | security | Privacy | Content | connections | Programs | Advanced

T . ob Criteris AT
General Info | Education | Job Criteria | Text Search Home page

@ To create home page tabs, type each address on its own line.
http://sdolintranet:81/

-

Browsing histary

4 Delete temparary files, history, cookies, saved passwords,
fg and web form i ation.

Dielete browsing Msgory on exit

o] [ setes

Search
p Change search defaults,

Tabs

Change how webpages are displayed in

tabs.

Appearance
[ Coors [ tenguages || J [ Accesshity |
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e Once you have clicked the Delete button, another box will pop up. Within that box make sure
that Preserve Favorites website Data is NOT checked and all the others below ARE checked.
Then proceed to click the Delete button at the bottom on the box. After you click the Delete
button a box will appear showing the deleting process. Once this has finished proceed to click
OK

PROVIDER EMPLOYER .
. Customer Search | Customer Detail Comp Assess  [RUUEGEA LG

~ Delete Browsing History . e
£ Ok Search eaucaionYsob CreriaY rext searen] | | SRS
. _ Keep cookies and temperary Internet files that enable your faverite
SIS 2] SIS L 1 websites to retain preferences and display faster.
85N ol ID 1
4
85N 2 D2 Temporary Internet files
1 : 2 s
E Copies of webpages, images, and media that are saved for faster
85N 3 D3 F wiewing.
SSMN 4 D4 Cookies
4 Files stored on your computer by websites to save preferences
85N 5 ID 5 i such as login information.
SSN 6 ID& History
= List of websites you have visited.
SSNT D7
1
S5SN8 [[nf:) Form data
. Saved information that you have typed into forms.
SSN 9 i IDa
Passwords
| Saved passwords that are automatically filled in when you sign in
D| 0308 1D | Vet | Status | Seeker Name J R el e TS e L
@] | | [ InPrivate Filtering data
Saved data used by InPrivate Filtering to detect where websites may
‘ be automatically sharing details about your visit.
About deleting browsin hish Delete ] [ Cancel ]
< [ \ s ﬂ
Options | Search | Clear | :=-';ie='_| it '_=:-i| S e I Aezlery g s I et

' Staff: ST LOUIS, TIFFANY | Office: 0SOS/REDS Central Support Unit | | Security: Delete  |08/07/2014

After you have clicked OK, close out of Internet Explorer completely and reopen it back up. If you have
multiple Internet Explorer windows open you must close all of them. This allows that changed to take
effect.
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